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Description: Guide to making GENESIS32 work with
Windows XP SP2.

OS Requirement: Windows XP Service Pack 2.

General Requirement: The ability to configure DCOM and the
Windows Firewall in Windows XP Service Pack 2.

The goal of this Applications Note is to inform users on how to
make GENESIS32 work in a networked environment with
Windows XP Service Pack 2. One does not have to follow this
document if GENESIS32 is going to be used in a standalone
environment.

What is the Win XP SP2 Firewall?

When one installs Service Pack 2 onto a Windows XP operating
system many features are added and security enhancements
made. One of these is the addition of the “Windows Firewall’
which is installed and turned on during the installation by
default.

The Windows Firewall allows traffic across the network
interface when initiated locally, but by default stops any
incoming “unsolicited” traffic. However, this firewall is
“exception” based, meaning that we can specify applications
that are exceptions to the rule and can respond to unsolicited
requests.

The firewall has two main levels, the application level and the
port and protocol level. The application level is where you
specify which applications are able to respond to unsolicited
requests and the port and protocol level is where you can specify
the firewall to allow or disallow traffic on a specific port for
either TCP or UDP traffic. The importance here is that to make
GENESIS32 (or any OPC client/server application) work,
changes need to be made on both levels.

Setting up the Windows Firewall

To use GENESIS32 over a network (either via OPC Direct or
GenBroker) there are a set of steps you must follow in regards
to the Windows Firewall. If you are using DCOM you need do
some additional tasks in the DCOM configuration.

STEP ONE:
Go to Start > Settings 2 Control Panel > Windows
Firewall and you will see the dialog in Fig.1.

= Windows Firewall

General | Exceptions | Advanced |

Windows Firewall helps protect your camputer by preventing unauthonized users
from gaining access to your computer through the [ntermet or a network,

Thiz zetting blocks all outside sources from connecting to this
camputer, with the exception of those selected on the Exceptions tab.
[] Don't allow exceptions
Select thiz when you connect bo public networks in lesz secure
locations, such as airports. You will nat be notified when *windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ ) D [not recommended)

Awoid using thiz setting. Turning off Windows Firewall may make this
computer more vulherable to viruses and intruders.

‘wihat else should | know about “Windows Firewall?

Ok, ]| Cancel ]

Fig. 1

We recommend that you turn on your firewall and then define
your “exceptions” in the next step.

STEP TWO:

Define your exceptions. These are just applications that you
want to be able to respond to unsolicited requests from the
network. The applications are all OPC servers and clients you
have on your system.

Remote GENESIS32 clients first make requests to an
application on the server called the GenAgent which lets the
client know which OPC servers are available to it. Because of
the critical “behind the scenes” role this application plays, it
needs to be added as an exception. Here is a list of typical
GENESIS32 applications one should add to the exceptions list:

AlarmWorX32 AWX32Svr.exe
DBOPCServerRuntime.exe | DWXRuntime.exe
GASEngine.exe GenAgent.exe
GenRegistrarServer.exe GenBroker.exe
GraphWorX32 LASEngine.exe
License Monitor OPC Simulator
OPC DataSpy ScriptWorX32
Tag Browser TagVerify.exe
Microsoft Management TrendWorX32 SQL Data
Console Logger
TrendWorX32 VCRWorX.exe
Unified Data Configurator
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Note that you would need to add any OPC servers you are using
and any other clients you may be using as well. The above list
is merely a suggestion of what the typical user would need to
add to their exceptions list. Microsoft Management Console
was added because the DCOM configuration utility needs it.

You add applications to the exception list by going to the
Exceptions tab of the Windows Firewall dialog and clicking on
the Add Program... button

= Windows Firewall

General | Exceptions | Advanced

“windows Firewall is blocking incoming network connections, except for the
pragrans and services selected below. Adding exceptions allows some programs
ta work better but might increase your security risk,

Programs and Services

e ~
[ File and Printer Sharing
Gendgent.exe
GenRegistrarServer. exe
Graphwor32
L&SEngine. exe
License Monitor
Microsoft Management Console
OPC DataSpy
OPC Simulstar
Remote Assistance

M Remnte Mesktnn o
( fddPogam. | [ AddPot. ][ Edt. ][ Delte
Display a natification when ‘Windows Firewall blocks a program
‘wfhat are the risks of allowing exceptions?

Fig. 2

In the Add a Program dialog, there is a listing of most
applications on the machine, but note that not all of them show
up on this list. Any of the applications listed in the previous
table that end with .exe are applications that you need to browse
for. GENESIS32 executables are located in the following
directories:

\Program Files\ICONICS\GENESIS-32\bin
\Windows\System32
\Program Files\Common Files\ICONICS\.

You need to add these applications one by one until you have
them all.

Add a Program __

Ta allow communications with a program by adding it to the Exceptions list,
select the pragram, or click Browse ta search for one that is not listed.

3]

ngger Configurator

@ Alarm Server Configuratar

87 slamiwon32

Carouzel

88 Datawonaz

-ﬁ DEOPCServerConfigurator
$' DiocoMm

W FrecCel

4 GenD0S3 ta GRWIE

L4 GenDOS4 ta GRW1E

B3 GenStatistics Viswer

[E3

Path: E_E:\ProgramFiIes\IEDNIES\GENESIS-32\Bin\I’ Browss.._ |

o) (oo

Fig. 3

STEP THREE:

We now need to allow TCP communications on port 135 as it is
needed to initiate DCOM communications, and allow for
incoming echo requests. To do this you must:

1. In the Exceptions tab of the Windows Firewall, click
on Add Port...

% Windows Firewall &

General | Exceptions | Advanced|

Windows Firewall s blocking incaming network cannections. except for the
programs and services selecter below. Adding exceptions allows some programs
o work better but right increass your securty risk.

Frograms and Services:

| Mame
[ File: and Printer Shiaring
Gendgent.exe
GerRegistiarServer exe
Graphiwond32
LASE ngine. exe
License Manitor
Microsoft Management Console
OPC DataSpy
OPC Simulator
Remote Assistance
[ Bemote Reskion s

|

[ ddProgram... | addPor.. [ Edi.

Display a notification when Windows Firewall blocks a proaram

Wwhat are the risks of allowing exceptions?

Fig. 4

2. Inthe Add a Port dialog, fill out the fields as follows:
Name: DCOM
Port number: 135
Choose the TCP radio button
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Add a Port

Use these settings to open a port through ‘Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want to use
Mame: Dcah;l
Bt number; | 135 |

@ TCR I Uupp

Wwihat are the risks of opening a part?

e

Fig. 5

3. Click on OK in the Add a Port dialog

STEP FOUR:
Optionally, if you want to allow incoming ping requests
(recommended), then you should do the following:

1. Click on Settings... under ICMP on the Advanced tab
of the Windows Firewall dialog.

% Windows Firewall X

General | Exceptions | Advanced

‘ MNetwork Connection Settings

“indaws Firewall iz enabled for the connections selected below. To add
exceptions for an individual connection, select it, and then click Settings:

[ Local Area Connhection Settings...
Lacal Area Connection 1

Security Logging

‘rou can create a log file for troubleshooting purposes. Settings...

ICMP

“with Internet Cantral Message Protocol [ICMP], the Settings.
computers on a network can shaie enor and status L e

infarmation,

Defauk Settins

To restore all Windows Firewall settings to a default state, Frestare Defaults
click Restore Defaults =

0k Cancel

Fig. 6

2. Check the box marked Allow incoming echo
request in the ICMP Settings dialog and click on OK

ICMP Settings X

Internet Contral Message Pratocol [ICMP] allows the computers on
a network to share eror and status information. Select the requests
for information from the [nternet that this computer will respond to:

t Allow incoming echo request l Al

[ Allow incoming timestamp request

O llows incoming mask request

[ Allows incaming router request

[ Allow cutgoing destination unreachable

[ Allow outgoing source quench

[ Allow outgaing parameter problem

[ Allow cutgoing time exceaded

[ Allawy redirect

[ Allow outgoing packet too big ¥ |

[lescnption

Meszages zent to this computer will be repeated back to the
zender. This iz commonly used for troubleshooting--for example,
to ping-a machine. Requests of this type are automatically
allowed if TCF port 445 iz enabled.

| OF. j | Cancel

Fig. 7

Congratulations, you have now properly setup the Windows
Firewall for use with GENESIS32.

What 1s new with DCOM in SP2?

Service Pack 2 for Windows XP has also made some security
enhancements to DCOM,; two in particular need to be taken into
consideration when using GENESIS32 on a network: First, the
default Launch and Access permissions dialogs have been
modified to allow the user to configure “limits” on the
permissions given to applications using DCOM. Secondly, for
each user now defined in the Launch and Access permissions,
both local and remote access can be explicitly defined.

A brief background on default Launch and Access permissions
in DCOM: Launch permissions define who can launch a COM
based application (such as an OPC server) both over the
network or locally. Access permissions define who can access
that application once it has been launched. Applications can get
their Launch and Access permissions from one of three places:
they can use explicitly defined setting for their application, they
can use the default permissions or they can set their own
permissions programmatically. Because an application could
set its own permissions programmatically, the explicitly defined
or default settings, although set properly, may not be used and
therefore the user is not able to explicitly have control over
these settings.

To overcome this security flaw, Microsoft has added “limits” to
the DCOM security settings from Launch and Access to limit
the permissions that an application can use. This limit prevents
the application from using permissions beyond what is specified
in the DCOM configuration settings. By default the limits set
by Service Pack 2 will not allow for OPC communications over
the network.
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In addition to the new permissions limits, one must now specify
if the user or group specified has permissions locally or
remotely (or both). In order for GENESIS32 to work over the
network with DCOM one must set the permissions such that
remote users can launch and/or access the OPC servers and

clients on the machine.

Setting up DCOM in Win XP SP2

This section will step you through the changes that must be
made to DCOM in order to use OPC Direct communications
over a network. If you are using GenBroker over TCP, you do
not have to make these changes.

1. Go to Start > Run and type DCOMCnfg and click on

OK.

= Type the name of a program, Folder, document, or
3 Internet resource, and Windows will open it For wou,

Open: | DCOMCrfg

v

QK J|_ Cancel I[ Browse, J

Y4 start

—E S

Fig. 8

2. Click on Component Services under the Console Root to
expand it.

3. Click on Computers under Component Services to
expand it.

4. Right-click on My Computer in the pane on the right and
select Properties.

i+ Component Services

@ Elle  Action View ‘Window Help

® - @@

i@ 0 [

1 Console Roat
=l @ Component Services
=43 Computers
+ ‘I-l__%l My Camputer
[+ [#T] Event Yiewer (Local)
[ g Services (Local)

Corputers 1 o-b]ect(s)

-

Stop M5 DTC

Refresh all components

View 3

Propertizs

Fig. 9

5. Go to the COM Security tab and note these are the four
permission configurations that we will have to edit, as

shown in Fig. 10.

My Computer Properties

General

Default Pratocols | MSDTC | COM Security

Optiors | DefaukPropeties |

[ Access Permissions

Y'ou may edit who s allowed default access to applications. Y'ou may
alzo zet limits on applications that determine their own permizsions.

Edit Default...

i Launch and Activation Permizsian:

'ou may edit wha is allowed by default ta launch applications or
activate objects. 'ou may also zet limits on applications that
determine their own pemissions.

Edit Limits... Edit Default. .
[ ag. ] [ Cancel | Appl
Fig. 10

6. Edit the Limits for Access and Launch

a.

Access Permissions — Edit Limits...

The default settings for this will work fine; you do not

need to edit these.

Launch and Activation Permissions — Edit Limits...
You need to check the remote boxes for the user

labeled Everyone in this dialog.

Launch Permission

Secirity Limits ]

Group or user names:

!ﬁ Adrminiztrators [wIN=P-25bdministrators)

m Evenione

Permizzions for Evervone

Local Launch O
Remote Launch O
Local Activation O
Remate Activation O

Cancel

x|

Fig. 11
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7. Edit Default Permissions for Access and Launch. To do
this, please setup these permissions as stated in the
ICONICS Applications Note titled GENESIS32 DCOM
for your particular Operating system.

8. Once you have the correct users specified for both launch
and access permissions, make sure that both the Local
Allow and Remote Allow checkboxes are both checked for
all users.

Access Permissions per user:

Permiszions for Evernone Bllon Dermy
Local Access ]
Remote Access ]

Fig. 12

Launch and Activation permissions per user:

Permizzionz for Everpone Alloy Deny

Local Launch
Remaote Launch
Local Activation

& [ E =]
o000

R emate Activation
Fig. 13

Congratulations, at this point both the Windows Firewall and
DCOM should be setup such that you can use GENESIS32 on
your Windows XP Service Pack 2 computer with networked
communications.
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