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Abstract

Digital credentials represent digital versions of physical credentials. They are the cornerstone of digital identity on the Internet. In order to
enhance privacy, different authors implement selective disclosure in digital credentials, allowing users to disclose only the claims or attributes
they want. This paper gives an overview of the most influential articles for selective disclosure, a chronology of the evolution of the methods,
and a list of strategies and approaches to the problem. We identify the categories of approaches and their advantages and disadvantages. In
addition, we recognize research gaps and open challenges and provide potential future directions.
© 2024 The Author(s). Published by Elsevier B.V. on behalf of The Korean Institute of Communications and Information Sciences. This is an open
access article under the CCBY license (http://creativecommons.org/licenses/by/4.0/).
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1. Introduction

Identification documents, passports, driver’s licences and
medical IDs are objects people carry with them and are a
part of their daily lives. Even though they contain digital
proofs, they are still paper-based credentials. In the world
with advanced digitalization, a digital equivalent of this “pa-
per” is required. That digital equivalent is called a digital
credential. Unfortunately, this term is still used confusingly
in different fields of computer science, computer security and
cryptography because it is still evolving. A simple password
is sometimes considered a digital credential; other times, a
signed certificate is a digital credential [1].

This paper focuses on digital credentials that are pieces of
evidence of an individual’s qualifications, claims or achieve-
ments, also called attestations. We especially focus on anony-
mous credentials (AC), attribute-based credentials (ABC) and
the relatively new verifiable credential (VC) formats or types.
VCs represent all the information that a physical credential
represents, but with digital signatures that make them more
tamper-evident and more trustworthy than their physical coun-
terparts. VCs are not just a digitally signed physical credential
representation but are also standardized and can be based on
schemes or contexts [2].

Each version of “digital credentials” offers much greater
security than the physical non-identity object. They should
enable the holder to determine when, how, and to which
extent they want to reveal their information. As such, one key
characteristic is data minimization and selective disclosure of
attributes [3]. Selective disclosure enables users to share only
the information they want with their specific parties. With
selective disclosure, access to data is limited, especially to
personal data. This principle can be illustrated by using the
following example (shown in Fig. 1): An individual graduated
from the university and got their degree as a digital credential
that contains their name, student number, degree name, aca-
demic score, etc. When applying for a job, they can selectively
disclose only their name and degree name instead of sharing
their academic score or other items.

Selective disclosure represents a mechanism for preserving
privacy for individuals and organizations. It can be seen as
a privacy design pattern that enhances privacy and security.
When implemented, it can provide the following benefits for
both privacy and security [4,5]:

e Data minimization — sharing the minimal amount of
necessary information reduces the amount of data col-
lected and, as such, decreases the risk of data breaches
and privacy violations;

e Compliance with data regulations — allows organiza-
tions to comply with data protection regulations General

Data Protection Regulation (GDPR) [6] and the Califor-
nia Consumer Privacy Act (CCPA) [7] by minimizing the
amount of collected personal data;

e Enhancing trust with users — allowing the users control
over their data and shared pieces of information builds
trust;

e Access control — allowing users to choose to whom to
disclose data and which resources they can use to access
the shared data.

1.1. Aim and contribution

In recent years, selective disclosure has been the focus of
many approaches doing foundational work on this subject,
especially in VCs. Different techniques and algorithms are
used to achieve selective disclosure of digital credentials.
Some approaches combine cryptographic and zero-knowledge
proof methods, and some use blockchain in digital credential
systems because of the decentralization. Zero-knowledge proof
or zero-knowledge protocol (ZKP) is a method by which one
party can prove to the other party that a given statement is true
while avoiding sharing any information beyond the mere fact
of the statement’s truth [8]. Blockchain is a public or private
distributed ledger built on a peer-to-peer network. It enables
agreements on transactional data and sharing across a network
of untrusted participants without relying on a central trusted
authority [9].

Because this is a fast-evolving field, this paper aims to
provide insight into the algorithms used, summarize the ex-
isting approaches and identify possibilities for future work. It
provides an overview of the most influential articles on the
topic of selective disclosure, a chronology of the evolution
of the methods, and a list of strategies and approaches to
the problem. Overview of methods and credentials raises the
following research questions that we aim to answer:

e RQ1: Which selective disclosure forms and types exist,
and what methods are used to achieve it?

e RQ2: Are there differentiations between selective disclo-
sure methods used depending on the digital credential
definition or format?

e RQ3: Which methods use zero-knowledge proof?

e RQ4: Which methods are built on blockchain?

Answers to these questions will provide the following con-
tributions:

e Answer to the first question shows all the proposed
methods with their (dis)advantages, and we see the cur-
rent trends for achieving selective disclosure. We present
differentiation and categorization of different types and
formats for selective disclosure while introducing a new
one, ZKP;
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Fig. 1. Selective disclosure scenario.

e Answer to the second question shows how much influ-
ence credential definition or format has on a selective
disclosure method, whether there are common themes
and issues, and which methods are not used in newer
formats. Finding common themes and issues can help
researchers focus on them;

e Answer to the third question shows which role ZKP has
in selective disclosure, how much it is used and if it is
necessary;

e Answer to the fourth question shows the future trends in
implementing credentials using blockchain.

This paper aims to provide an overview of the state-of-the-
art selective disclosure within digital credentials. The overview
presents the complex subject nature of selective disclosure in
a structured and straightforward manner, which has not been
done before in detail. As technology changes and evolves,
especially in this field, it is necessary to know what is currently
relevant and which issues remain unresolved.

1.2. List of abbreviations

Multiple abbreviations of names for technologies, terms,
and approaches appear in this paper. To avoid the problem
of confusion and make it easier to find the meaning of these
abbreviations, we created a table of all the abbreviations that
appear in this work. Moreover, explaining abbreviations in the
text where they appear can sometimes disrupt the reading flow.
In Table 1, we list all used abbreviations and their meanings.

2. Preliminaries

For a better understanding of the subject and the intercon-
nection between the terms used, in this section, we will give
a short historical overview of credentials and tools used for
selective disclosure.
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Table 1
List of abbreviations.
Abbreviation Meaning
ABC Attribute-based credential
AC Anonymous credential
BBS Boneh-Boyen—Shachum signature
BLS Boneh-Lynn—Shacham signature
CCPA California Consumer Privacy Act
CL Camenisch-Lysyanskaya signature
DHE Diffie-Hellman Exponent
DID Digital identifier
DIHAC Double issuer-hiding attribute-based credentials
EBSI European Blockchain Services Infrastructure
EC Erasure coding
ECC Elliptic curve cryptography
ECDL Elliptic curve discrete logarithm
eIDAS Electronic Identification, Authentication, and Trust Services
ETSI European Telecommunications Standards Institute
GDPR General Data Protection Regulation
HM12 Hajny—Malina credential scheme
HMAC Hashed message authentication codes
ICDH Computational DiffieHellman
IPFS Interplanetary file system
JSON JavaScript Object Notation
MAC Message authentication code
MDSA Minimal Disclosure Signature Authentication
NFT Non-fungible token
NIST National Institute for Standards and Technology
NIZK Non-interactive zero-knowledge proof
pABC Privacy-enhancing attribute-based credential
PET Privacy-enhancing technology
PKI Public key infrastructure
PS-MS Pointcheval-Sanders Multi-Signatures
RSA Rivest-Shamir-Adleman encryption
SBT Soul-bound tokens
SPK Signature proof of knowledge
SPS Structure-preserving signatures
SPS-EQ Structure-preserving signatures on equivalence classes
SSI Self-sovereign identity
URS Unlinkable redactable signature
vC Verifiable credential
XML Extensible Markup Language
zk-SNARK Zero-knowledge succinct non-interactive arguments of knowledge
ZKP Zero-knowledge proof
ZKPK Zero-knowledge proof of knowledge

The first significant contribution to digital credentials, AC
systems, is connected to untraceable or anonymous payment
improvements. David Chaum introduced blind signature pro-
tocols as a novel cryptographic primitive in 1983 [10] for
untraceable or anonymous payments. Blind signatures can be
publicly verified against the original, unblinded message in the
manner of a regular digital signature. These blind signatures
allowed Chaum to give the theoretical construction of AC
systems in 1985 [11]. ACs allow users to prove possession of
credentials or reveal information they want while maintaining
anonymity [12].

It should be noted that Chaum’s credentials are also known
as a pseudonym system, where each user is known by their
pseudonym to the organization and credentials are represented
to the organization as pseudonyms that cannot be linked to-
gether. Theoretical development progressed further with pa-
pers by Ivan Bjerre Damgard [13], who focused on weak
untraceability, and by Stefan Brands [14,15]. Brands intro-
duced secret-key certificate schemes, creating Brands blind
signatures that are a foundation of Microsoft U-Prove solution.

Camenish and Lysyanskaya created the first formalization
of the AC system in paper [16]. Later, they published a series
of papers [17-19], where they developed a signature with
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efficient protocols known as CL signature. In their work, they
defined and achieved the basic properties of ACs:

e Anonymity — Each user is anonymous in the system;

e Untraceability — It is impossible to track the user’s
usage of credentials;

e Unforgeability — It is not possible to forge a credential;

e Unlinkability — Usage of the same credential several
times should not be linkable.

Besides basic properties, they defined and achieved addi-
tional desirable properties:

e Non-transferability — Users cannot share someone else’s
credentials;

e Selective disclosure — Users can choose the attributes
they want to reveal;

e Revocation — It is possible to revoke a credential;

e Malicious user identification — Ability to recognize a
malicious user.

Their scheme represents a building block for IBM’s Identity
Mixer (Idemix).

Dan Boneh, Ben Lynn and Hovav Schacham developed the
BLS signature, a short group signature [20] built on bilinear
pairing and elliptic curve. With C. Gentry, they proposed a
solution that aggregates these signatures: Multiple signatures
generated under multiple public keys for multiple messages
can be aggregated into a single signature [21]. These signa-
tures are extensively used in the Ethereum blockchain [22] and
are the proposed solution for healthcare credentials [23].

Dan Boneh, Xavier Boyen, and Hovav Shacham continued
the work on ACs, developing a short group signature known
as BBS [24]. Their scheme is built on pairing-based elliptic
curve cryptography (ECC). It was improved in paper [25] and
is now referred to as a BBS+ signature scheme.

Further advancements were achieved with the real-life im-
plementations of ACs, U-Prove and Idemix, where authors
tried to improve or implement them for a specific research
field. U-Prove [26] is based on blind cryptographic protocols
designed by Stefan Brands, focusing on user-centric identity
management where digital identity is connected to tamper-
resistant devices such as smart cards. Brands founded Creden-
tica in 2004 and developed U-Prove. U-Prove was acquired by
Microsoft in 2008 [27].

In 2002, Jan Camenisch and Els Van Herreweghen from
IBM presented Idemix, built for the PRIME/PRIMELIFE
project, an AC system based on the CL signature scheme that
allows anonymous, yet authenticated and accountable, trans-
actions [28,29]. Both solutions implement selective disclosure
using their underlying cryptographic primitives, which will be
explained in the following sections.

The development of U-Prove and Idemix resulted in an EU-
funded project known as Attribute-based Credentials for Trust
(ABC4Trust) 2010-2015 [30]. The project aimed to define
a typical unified architecture for federating and interchang-
ing different privacy ABC systems. ABCs are defined as a
form of authentication mechanism that allows one to flexibly
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and selectively authenticate different attributes about an en-
tity without revealing additional information about the entity.
Privacy ABCs (pABCs) allow holders to reveal and prove
the minimal information required. Both Idemix and U-Prove
were integrated into its architecture. Besides them, further
schemes were introduced. One of them is HM12 scheme [31]
with discrete logarithm commitments. The other one is open
source IRMA app (“I Reveal My Attributes”) known as the
Yivi app [32], based on the Idemix ABC scheme which
supports privacy-preserving features. Due to the popularity of
Idemix, there are several papers discussing selective disclo-
sure in specific credentials using CL signatures such as stan-
dard Java Cards [33], auditing [34], e-health [35], electronic
coupons [36].

With advances in blockchain technology, the Linux Foun-
dation founded Hyperledger as a collection of open-source
blockchain projects. IBM cofounded Hyperledger Fabric
(modular, permissioned blockchain framework) and imported
Idemix into the project. In 2017, Everynym and Sovrin Foun-
dation donated their project aimed at building a Self-sovereign
identity (SSI) platform to Hyperledger, creating Hyperledger
Indy. Cryptographic modules in Hyperledger Indy were then
imported to Hyperledger Ursa, a project managing shared
cryptographic libraries. The first implementation of AC used
CL signatures, while the second was based on BBS+ signa-
tures [37].

As the conversation on identity moved towards decentral-
ized, user-centric identity, SSI was defined. SSI is an identity
management model where each digital identity is controlled
and managed by the entity to which the identity and related
data belongs [38].

A VC is an open standard for digital credentials introduced
in 2019 [2]. It represents a tamper-evident credential whose
authorship is cryptographically verifiable. Since VCs are an
open standard, more and more work is being done to en-
able anonymous credential privacy-preserving properties that
enable data minimization, selective disclosure, and correla-
tion resistance. Several solutions focused on anonymous VCs
are implemented using BBS+ signatures, CL signatures, hash
Merkle trees, selective disclosure — JSON web tokens (SD-
JWTs), Hyperledger AnonCreds and others in recent years [37,
39,40]. Currently, the main focus is on BBS+ signatures, and
as such, there are proposed applications of credentials for
the healthcare sector [41], electronic voting [42]. With SSI
and VCs, research on credentials, selective disclosure and
revocation is more relevant each day.

One concept or requirement for an ACs remained through-
out this entire previously explained development of digital
credentials: Selective disclosure.

3. Related surveys

This section gives an overview of the papers that survey the
problem of privacy, credentials and specific analysis methods.
In paper [43], Kaaniche et al. overview privacy-enhancing
technologies (PETs). They identify a taxonomy and classify
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the services into three groups. The paper reviews anony-
mous certification, namely anonymous ABCs, with compara-
tive signature schemes (sanitizable signatures, attribute-based
signatures, group signatures, blind signatures) analysis re-
garding security and functional requirements, i.e. unforgeabil-
ity, anonymity, multi-show unlinkability, selective disclosure
and traceability. They overview active Idemix and U-Prove
systems.

An overview of existing technologies and requirements
for vaccination certificate services is given in [44]. Corici
et al. provide a compact survey to move towards interoperable
certificates. They offer a summary of possible solutions and
signatures for selective disclosure in VCs.

Mukta et al. in paper [45] give a survey on data minimiza-
tion techniques in blockchain-based healthcare. One possibility
for data minimization is selective disclosure, where they focus
more on solutions presented solely for healthcare.

In paper [46] Flamini et al. give a first appraisal of cryp-
tographic mechanisms for selective disclosure in VCs. They
describe the structure of tools and compare them in terms
of the performance and the size of the associated verifiable
presentation (VP). Authors analyzed salted hash lists, Merkle
hash trees, CL and improved BBS+ signatures.

To the authors’ knowledge, all prior surveys focused on
selective disclosure in a specific research area or on the
performance of the most common methods used. There are
no papers focused on identifying different methods used for
different credential types.

4. Research methodology

The Systemic Literature Review defined by Kitchenham
[47] was chosen as the primer research method. The chosen
research methodology has three steps: searching, filtering and
evaluating papers. In the first step, we included a set of relevant
papers as extensive as possible. In the second step, we reduced
the number of articles so that only those that deal directly with
the topic and are of sufficient quality remained. In the last step,
we performed a deeper analysis of the works to gain a better
understanding. With this strategy, we optimized the time spent
considering each paper. As a result, we were able to study the
remaining articles in detail within a reasonable time.

4.1. Search methodology

We used different indexing services for finding scientific
papers. All of the documents considered are written in the
English language. They were peer-reviewed, except for ar-
ticles written between 2018 and 2023, where we included
preprints due to the recent faster developments in the area.
Older preprints were excluded because of their questionable
relevancy. We used the following search engines for obtaining
the relevant literature: Science Direct, ACM Digital Library,
IEEE Xplore, Scopus and Google Scholar. Unfortunately, the
term “selective disclosure” is too broad and used in other
research areas, so we combined it with “credential”, “data
minimization” and “data minimisation”. The search term used
was:
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Table 2
Results by each search engine.

Search engine Number of papers

Web of Science 14
IEEE Xplore 20
Scopus Preview 59
Science Direct 79
ACM Digital Library 146
Google Scholar 150
Total 468
Table 3

Inclusion and exclusion filters.

Inclusion Exclusion

Peer reviewed

English language

Accessible and indexed

Preprints from 2018 and onwards

Not peer reviewed
Chapters in books
Short papers

Master or PhD theses

credential* AND (“selective disclosure” OR “‘data min-
imisation” OR ‘‘data minimization”)

Results from Google Scholar were limited to the first 15
pages due to the very high number of resulting pages. After
the preliminary search, more than 400 papers were found, with
exact numbers per search engine given in Table 2.

4.2. Filtering methodology and criteria

All papers in the search were filtered using steps shown
in Fig. 2. The first step was to remove duplicate articles.
Afterwards, we screened papers by title and abstract, which
discarded those that did not cover the topic of interest. Af-
terwards, we filtered the remaining papers by the rules of
inclusion and exclusion formulated in Table 3. We included
papers that are peer reviewed, accessible, indexed and in
English for easier understanding. Preprints from the previous
five years are also included because of their contribution,
taking into consideration publication time. We excluded non-
peer-reviewed papers, chapters in books that usually reference
the papers used, short papers and Master’s or PhD theses
because they are generally published as papers. We finished
filtering fast due to the analysis of abstracts and conclusions
only, which does not require deep paper analysis.

Further filtering required extensive analysis of papers. Pa-
pers needed to follow the rules:

e The research paper’s goal is similar to implementing
selective disclosure features in credentials.

e There is a defined methodology and explanation for
achieving selective disclosure.

e For the implementation, there should be no reliance on
existing solutions for the issue.

With these filtering methods, only 30 papers remained.
The detailed analysis and evaluation of the final corpus of
relevant literature will be explained in the next section. This
analysis will attempt to answer the research questions defined
in Section 1.
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317
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Fig. 2. Steps of research process and resulting number of papers.

5. Results

This section gives an analysis of the papers and answers the
previously defined research questions.

5.1. RQI: Which selective disclosure forms and types exist,
and what methods are used to achieve it?

Authors of [48] define the following methods for selective
disclosure:

e Atomic Credentials — Credentials which consist of a
single claim. The atomicity allows the holder to disclose
only claims which need to be revealed.

e Selective disclosure signatures — Certain signature
schemes support selective disclosure natively.

e Hashed values — Credentials are issued containing all of
the claims, but they represent hashed values.

As the simplest solution, atomic credentials can be found
as a subset in both other methods and are unwieldy to manage
due to the sheer number of credentials and higher commu-
nication overhead. There is also no guarantee that a proper
pairing of two claims is possible, meaning that we can show
credentials with two nonsensical or incorrect claims about
a singular subject. Therefore, these methods should only be
considered further for selective disclosure in ACs when the
issues of pairing and size are solved.

Discussion of selective disclosure includes ZKP as well.
Specific solutions allow for different ZKP protocols, while
others exclusively implement selective disclosure relying on
ZKP. Therefore, we identify one new category for selective
disclosure, ZKP. We look at solutions that use hash-based
approaches, selective disclosure signature approaches, ZKPs,
and those that combine two or three to build a method for
selective disclosure. An overview of articles and methods used
can be seen in the graph shown in Fig. 3, where we present a
Venn diagram of methods, their intersection and each paper in
a corresponding circle.

5.1.1. Hash-based methods

Hash-based methods employ techniques for hashing claims
about the subject in the credential. When sending the cre-
dential, the user sends hashed credential claims alongside the
values of those they want to disclose. The verifier hashes the
values to check if the hashes match. Methods based on hash
values include hidden commitment schemes, Merkle hash trees
and hashed message authentication codes (HMAC).
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Fig. 3. Venn diagram of methods for selective disclosure.

Message authentication codes. Message authentication code
(MAC), also known as an authentication tag, is defined in [49]
as “a short piece of information used for authenticating a
message. In other words, it confirms that the message comes
from the stated sender and has not been changed”. Authors
of [50] use HMAC (or keyed-hash message authentication
code or hash-based message authentication code), a specific
type of message authentication code that uses a hash function
and a secret key [51]. Using such key derivation, they achieve
computational complexity for selective disclosure proportional
to the number of disclosed attributes rather than all attributes.
Authors of [52] also use keying hash functions for generating
hashed VCs and for selective disclosure in the following
manner:

1. Issuer prepares credentials C = claim; : hashy, ...,
claim, : hash, using hashed values hash; = HMAC
(H, key;, val;), where H is the hash function, key; a
random key, and val; is the value of the claim. The
issuer sends hashed VCs VC), = (C, My, Pyc), which
consists of hashed claims, generated proof through sign-
ing Pyc, and metadata My, which contains digital
identifier (DID) issuance and expiration dates, and re-
lated attribute data.

2. The subject discloses the desired attributes to the veri-
fier in a hashed VP: VP, = (VC;,, Myp, Pyp), which
contains hashed VC, presentation metadata My p with
triples of disclosed attributes (path(claim;, key;,
value;) and proof Pyp signed with the private key.
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3. The verifier checks the proofs for VC and VP. For each
revealed attribute, the verifier checks the hashed HMAC
values.

Hidden commitment schemes. A commitment scheme repre-
sents a cryptographic primitive that allows one to commit a
chosen value or statement while keeping it hidden from others,
with the ability to reveal the committed value later [53]. In
the schemes, the user cannot change the committed value,
which is binding. They are applicable in several cryptographic
protocols and, as such, are underlying in multiple solutions
mentioned in this survey. In hiding commitment schemes, the
commitments on values are created using hash functions H.
The input of these functions is the concatenated values v and
“salt” s, i.e. ¢ = H(v || ). Only someone who knows both
can open the commitment and prove the value is committed.

In papers [54,55], the authors present an approach to con-
ducting identity-based negotiations. They developed a Trust-x
framework for trust negotiation, providing an XML-based
language and a system architecture using digital credentials.
Their idea for selective disclosure is defined and implemented
as follows:

1. The requester creates its credential C with a list of
attribute-value pairs: C{(Ay, vy),...(A,, v,)}. They
send their credential to a trusted third party — the
authorizer.

2. The authorizer generates random values and computes
commitments using the publicly known hash function
and random values r;: ¢; = H(A;||v;i||r;). They sign
the committed credential C = (¢, ¢a,....,C,) USING
standard public key infrastructure (PKI) scheme and
they get a signature o. The pair CCert(C,o0) is a
committed certificate.

3. Authorizer sends the committed certificate CCert, with
random values r;, to the requester.

4. The requester and service provider agree on the required
attributes. The requester sends the CCert, values of
attributes they want to reveal {(A;,v;),..., (A}, v;)}
and random values 7;, ....r; to the service provider.

5. The service provider can verify the signature of the
authorizer due to the PKI and the values committed
using revealed values and random values.

Authors of paper [56] introduce and formally define poly-
nomial commitment schemes ¢(x) over a bilinear pairing
group. They provide the way of their construction of
PolyCommitp, and show how it can be used for pseudony-
mous ACs. In their scheme, the committer can efficiently open
the commitment to any correct evaluation ¢(i) along with an
element called witness w;. This allows a verifier to confirm
that ¢(i) is indeed the evaluation at i of the polynomial
¢(x). Their construction is based on an algebraic property of
polynomials ¢(x) € Z,[x] that (x — i) perfectly divides the
polynomial ¢(x) — ¢(i). For example, for selective disclo-
sure in credentials, the issuer issues the user with attributes
(my, my, ..., my), a signed credential (C, o) that was created
using PolyCommitp; where for polynomial ¢ we have the
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Fig. 4. Merkle tree containing cryptographic hashes of credentials.

commitment ¢(i) = m;. When the user wants to disclose, for
example, a single attribute m;, they send (C, o, (j, m;, w;)),
which enables verifying a credential and a singular attribute.

In paper [57], authors use soul-bound tokens (SBT) [58], a
non-transferable non-fungible token (NFT) [59] representing
commitment, credential and affiliation, as a VC. The idea lies
in hashing the claims in credentials. Holders have complete
control over the information they want to share. The credential
metadata is stored on IPFS (Interplanetary File System) [60]
encrypted by the holder’s public key and can only be seen
by the holder. The holder first decrypts the attributes of the
credential and then encrypts those they want to reveal with
the verifier’s public key and sends them. The verifier checks
the authenticity by checking the hash with the holder’s public
key of the information they decrypt with the one stored on the
IPES.

Authors of [61] develop an anonymous certification system
where credentials are used to get a service. In this scheme,
values of attributes are hashed in the credential. Users show
the selectively disclosed values, and for the hidden ones, they
calculate an accumulator that they send to the verifiers.

Merkle (hash) tree. A hash tree or Merkle tree is a tree in
which every leaf or node is labeled with the cryptographic
hash of a data block, and every node that is not a leaf (called a
branch, inner node, or inode) is labeled with the cryptographic
hash of the labels of its child nodes. A hash tree allows
efficient and secure verification of the contents of a large
data structure [62]. The idea behind selective disclosure using
Merkle trees is similar to the previously mentioned usage of
hashing techniques. In Fig. 4, the representation of credentials
using the Merkle tree is shown. Hashes for each attribute are
calculated h; = H(a; || s;) and stored in leaf nodes. The root
of leaves is calculated by creating a combined hash of two
di = H(h; || hj). The process is continued until the Root hash
of the Merkle tree is reached. The issuer generates proof and
signs the Root. The holder selectively discloses information by
sending an inclusion path; for example, for element a, in the
figure, the holder sends [ay, i1, d»]. The verifier can verify the
signature and reconstruct the signed Root without knowing all
the attributes/leaves, using the inclusion path.

Authors of [62] propose Cerberus, a blockchain-based ac-
creditation and degree verification system, which uses the
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Table 4
Overview of hash-based methods.
Article  Algorithm Complexity Performance Suitability Static/Dynamic  Size/Overhead
[54] Hash Generally low because it Fast processing and Static datasets where Static data Simple proofs
[55] commitments involves one hashing verification integrity is more Large in size
[61] operation per attribute important than All hashes or
[57] Depends on size of confidentiality or disclosed
credential and on hashing structured proofs. messages are sent
function used
[56] Polynomial Higher than regular Slower due to the Ideal for applications Static data Complex proofs
commitment commitments Depends on ~ mathematical operations that require structured with higher
selected polynomials required for committing and proof (ZKP systems) computation costs
verifying attributes Disclosed data +
calculated
commitment are
shared
[50] HMAC Low because it is similar  Efficient but slower than Useful for authentication  Static data Simple proofs
[52] (keyed-hash to hash commitments regular hash due to the in insecure environments Large in size
message Requires key management key-based operations Ensures data integrity Added overhead
authentication and authenticity due to key
code) management
[62] Merkle tree Building O(n) Updates or  Efficient for large datasets Useful for application Dynamic data  Proof size grows
proofs O(log n) Allows partial verification where efficient, slower than the
incremental updates and dataset
verifications are needed O(logn)
[64] Merkle B-tree  Higher than standard EC can increase tree Useful for systems Dynamic data  Proof size grows
with EC Merkle tree due to construction and update time  where updates are slower than the
multiple child nodes and Faster access for frequent and there is a dataset
added overhead of EC non-sequential data operations requirement for security O(logn)
[63] Merkle B-tree  Similar to standard Merkle Encrypting can increase time  Useful for systems Dynamic data  Proof size grows

with

Tree with added overhead

for tree construction, update
and verification

where enhanced privacy
is needed

slower than the
dataset

encryption of encryption (complexity

depends on algorithm)

O(logn)

Merkle tree as explained above, where the Root is recorded
on the blockchain.

Authors of [63] implement their scheme minimal disclosure
signature authentication (MDSA), where they use the struc-
ture of Merkle tree to generate credentials. Prior to hashing
they use encryption on every attribute of the user to prevent
brute-forcing the hash values.

In paper [64], authors propose an authenticated data struc-
ture (ADS) which integrates erasure coding (EC) and Merkle
B-tree (MB-tree) for data minimization. MB-tree works like a
B+ tree, that consists of B+ tree nodes which are extended with
one hash value associated with every pointer entry. This means
that for each leaf of a hashed data chunk (left node), there
exists a hashed check chunk (right node) calculated to avoid
data leakage and security problems. Check chunk is calculated
using EC, the data protection method for solving packet loss
problems in network transmissions.

Table 4 gives a detailed overview of previously explained
hash-based methods. This overview includes the algorithm
used, complexity, performance, when the algorithm is suitable,
what kind of data it is for, and the size/overhead. It should be
noted that exact parameters depend on the hashing algorithms
used and that methods should be chosen depending on the
need.

5.1.2. Selective disclosure signatures

To achieve selective disclosure in credentials, some authors
use selective disclosure signatures. It is possible to selectively
disclose claims using these signatures while preserving the
ability to verify them.

Blind signatures. Chaum introduced blind signature schemes
in [10], the most common cryptographic primitive used along-
side commitment schemes. Blind signatures are digital signa-
ture schemes where the content is blinded before it is signed.
Built upon the introduced blind signatures, Brands defined a
Brands credential scheme in [3], where the same credential,
signatures and parameters are used in each instance of the
showing protocol, which results in a single-show credential
system. These signatures are used in practice in U-Prove.

Elliptic curve cryptography. ECC is based on the works of
Koblitz [65] and Miller [66] in the 1980s. ECC is an alternative
technique to RSA (Rivest-Shamir—Adleman) for public key
encryption, which relies on the mathematics of elliptic curves.
The mathematical operations are defined over the elliptic curve
y? = x* 4+ ax + b where 4a> + 27b*> # 0. Each value for a
and b gives a different curve. The public key is a point on the
curve, while the private key is a random number. The public
key is obtained by multiplying the private key with a generator
point G on the curve. The security depends on the difficulty
of the Elliptic Curve Discrete Logarithm Problem (ECDLP).
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Let P and Q be two points on the curve such that kP = Q,
where k is the scalar and elliptic curve discrete logarithm of
0 to the base P. Authors of [67] use a generalization of the
ECDL function, called ECDLREP function, which is defined
as H = x1 Py +x, P, + - - -+ x; P, for signing a credential. The
idea lies in revealing specific attributes and for hidden ones to
compute the value that can be used to verify a signature using
the specified formula. In paper [68], authors use the Edwards
curve, which is known to be among the fastest elliptic curves
used to implement cryptographic protocols. The curve can be
mathematically expressed as follows: E,; : x2+y? = 1+dx?y?
where d ¢ {0, 1}. The basis for selective disclosure remains the
same.

Group signatures. In the category of group signatures, mul-
tiple solutions were proposed, that use CL signatures, BLS
signatures and BBS+ signatures.

Jan Camenisch and Anna Lysyanskaya developed CL signa-
tures. Selective disclosure is achieved in the following manner,
using CL signatures:

1. Using two random numbers (private keys) p and g,
the issuer calculates n = pg and generates L + 2
random numbers from a quadratic residue modulo n:
ap,a,...,ap,b,c € QR,. These random variables
with n form the public key.

2. Issuer generates a random prime e and the random num-
ber s. Issuer signs the messages (m, ..., m;) with sig-
nature (e, s, v) where they calculate v* = a;'"'...a}'* b
cmodn.

3. To selectively disclose, the user sends messages they
want to reveal, and for those that need to remain hidden,
the send a commitment a; ' modn.

4. The verifier verifies the signature by proving that the
equation for forming a signature is valid.

CL scheme relies on the strong RSA assumption, requiring
long keys and signatures, which results in slow cryptographic
operations. The authors of [69] expanded on the CL scheme
by defining efficient attributes by encoding discrete binary and
finite-set values as prime numbers, which enables the usage of
AND, OR and NAND operations.

The BLS signature scheme uses bilinear pairing for verifi-
cation, and signatures are elements of an elliptic curve. BLS
signatures are aggregable, i.e. multiple signatures generated
under multiple public keys for multiple messages can be
aggregated into a single signature. In [70], authors use the
aggregatable property of BLS signatures to form selective dis-
closure. Each claim of a credential is signed. When selectively
disclosing, only the signatures of the disclosed claims are
aggregated. The verifier verifies the aggregated signature of
the disclosed values and the entire credential.

BBS+ signature relies on the g-Strong Diffie Hellman as-
sumption with pairing-based elliptic-curve cryptography. It
requires much shorter keys and signatures. Selective disclosure
is achieved through revealing selected attributes and comput-
ing signature proof of knowledge (SPK). The signature of the
credential is not revealed, and there are two subproofs inside
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SPK. The first proves the validity of the signature, and the
second proves the validity of hidden attributes.

Authors of [71] propose Linked-Data-based VCs that can
perform selective disclosure free from the previous scheme’s
restrictions and prove its property. They propose a method
combining multiple credentials issued by different users and
how to perform selective disclosure on the set of credentials.

Malleable signatures. Malleable signatures are defined as
blank or redactable signatures [72].

Authors of [72] propose an unlinkable redactable signature
(URS), in which one redacts message-signature pairs and re-
veals what they want. They construct an efficient URS scheme
using vector commitments and structure-preserving signatures
(SPS). SPS are signature schemes where messages, signatures
and public keys all consist of elements of a group over which
a bilinear map is efficiently computable [73]. To achieve selec-
tive disclosure, for a vector of messages m = (1, my, .. .., m,)
they create a quote of messages m; = (2, m, ..., m)), where
a quote is a revealed message or L if the message is not
disclosed. ZKP of signature is used to prove that the messages
are from the correct credential.

In paper [74], authors introduce an aggregate signature with
randomizable tags for ACs. For each disclosed value, they
aggregate signatures and use the ZKP of signature for further
verification.

Authors of [75] define a signature scheme for double issuer-
hiding attribute-based credentials (DIHAC) built using tag-
based aggregatable mercurial signatures (TAM-Sign). These
signatures are combined with the structure-preserving sig-
natures on equivalence classes (SPS-EQ) scheme and ZKP
of signature. SPS-EQ [76] can randomize both the signed
message and the corresponding signature simultaneously. The
idea for TAM-Sign lies in aggregating signatures of the same
tag for attributes into one compact signature. The scheme also
transforms a signature into a new unlinkable signature for the
same tag attributes. During selective disclosure, signatures of
disclosed attributes are aggregated and converted, and ZKP of
signatures is used.

In paper [77], authors build upon the Coconut scheme [78]
with threshold issuance (selective disclosure credential
scheme), replacing ZKP with polynomial-based unlinkable
redactable signature schemes. Using this scheme, they reduce
the computation time necessary for selective disclosure. Dur-
ing selective disclosure, a derived signature is computed for
disclosed messages.

Authors of [79] introduce permissioned redactable creden-
tials (PERCE), focusing on fine-grained supervision and the
membership period. They combine the usage of redactable
signatures but in the framework of BLS signature. The user
discloses the attributes that they choose and computes redacted
signatures for the hidden ones. The verifier can verify the
signatures and validity of attributes using these redacted sig-
natures and the original signature for credentials.

Table 5 gives a detailed overview of previously explained
signature-based methods. This overview includes the algorithm
used, complexity, performance, when the algorithm is suitable,
key size and signature size. It should be noted that exact
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Table 5

Overview of signature-based methods.

ICT Express xxx (Xxxx) Xxxx

Article  Algorithm Complexity Performance Suitability Key size® Signature size®
[69] CL signature High due to the use of  Relatively slow due to the  Suitable for systems 256 bytes Can be in kilobytes
interactive ZKP of complex arithmetic that require anonymity
signatures features
[67] ECDLREP Moderate complexity Efficient due to the Suitable for systems 32 bytes 64 bytes
function properties of elliptic where performance and
curves compact signatures are
required
[72] URS (SPS Moderate to high Efficient in protocols that Used in advanced 32 bytes Can be in kilobytes
signatures) (depends on specific need to maintain structure systems where
construction) of the message preserving message is
(ZKP) crucial
[68] Edwards curve Low in context of other  Faster calculation and Commonly used in 32 bytes 64 bytes
elliptic curves due to better security systems like EdDSA
the simpler formulas
[70] BLS signature High due to the use of Signature generation is Particularly useful 48 bytes 96 bytes
pairing based slower, verification can be where aggregation of
cryptography fast and aggregation can signatures is needed
be done effectively
[71] BBS+ signature High due to the use of Similar to BLS, but with Suitable for 96 bytes 112 bytes
pairing based more flexible signatures multi-message systems
cryptography and message management
[74] Aggregate High due to integration  Efficient in scenarios Suitable for systems 32 bytes Can be in kilobytes
signatures with of randomizable tags where aggregation and where reusability of
randomizable tags randomization are needed signatures without
simultaneously linkability is needed
[79] Redactable High due to the Typically slower due to Ideal for systems where 32 bytes Can be in kilobytes
signatures modifying or redacting the additional data document integrity is
of signatures management requirements. important, especially
with authorized edits.
[77] Unlinkable Very high due to the More complex and slower Ideal for highly 2048 bits Can be in kilobytes
redactable combination of sensitive environments
signature schemes unlinkability with redaction
redaction
[75] Tag-based Extremely high with Slower Suited for systems with 2048 bytes 5056 bytes
aggregatable the combination of complex workflows
mercurial mercurial signatures
signatures and tag aggregation

4 Depends on the chosen primitive.

parameters, especially key and signature sizes, depend on
chosen cryptographic primitives and that sizes mentioned in
the table are the more common ones.

5.1.3. Zero-knowledge proof

Constructions that use ZKP use Zero-Knowledge Succinct
Non-Interactive Arguments of Knowledge (zk-SNARK). Non-
interactive zero-knowledge proofs (NIZK) are cryptographic
primitives where the prover can authenticate information be-
tween a prover and a verifier without revealing any specific
information beyond the statement’s validity. This function of
encryption makes direct communication between the prover
and verifier unnecessary, effectively removing any interme-
diaries [80]. “Succint” ZKPs can be verified within a few
milliseconds, with a proof length of only a few hundred bytes,
even for statements about programs that are very large [81].

Authors of [82] design and implement a non-interactive,
privacy-preserving credential using ZKPs called ZKlaims. ZK-
laims credential C = (4, ¥, S), which contains a private bit
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vector a, a public bit vector y that contains hashes of d. They
first set up a constraint system ¢, a system of linear constraints
that translates into circuits by the zk-SNARK scheme and can
support proof of credentials. The constraint system generates
proving key pk and verification key vk. To generate proof
7, the prover must supply input vectors X = y|p|F (where
vecp contains predicates, and 7 references) and a and proving
key pk. A verifier uses a verification key and the public input
vector in the procedure, resulting in TRUE or FALSE.
Authors of [83] use pairing-based pre-processing or univer-
sal string-based zk-SNARKS as building blocks for VCs. In
their scheme, a holder with private user claim data commits the
user claim data using commitment schemes. When the issuer
receives the values, they authenticate the private values and
check the correctness of the commitment. The issuer signs
the valid commitments and issues the commitment and its
signature as VC. The VC is then recorded in the verifiable data
registry. When the holder needs to present their qualification,
they generate a minimized public user claim data from their
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Table 6
Overview of ZKP.

Article Type of
algorithm

zk-SNARK  Grothl6

Algorithm  Characteristic®

used

[82]
[83]

Proof size is among smallest
Fast to verify
Requires trusted setup for each proof

2 In comparison to other zk-SNARK algorithms.

Table 7
Overview of combined approaches.

Article Category Algorithms

[85] ZKP & Merkle tree + zk-SNARK

[86] Hash-based Merkle tree + zk-SNARK + Poseidon hash
[87] Blind signatures + ZKP

[78] ZKP & Threshold signatures + NIZK

[88] Signature-based PS-MS + NIZK

[89] SPS-EQ + NIZK

Hash-based &
Signature-based

[90]
[91]

Merkle tree + redactable signatures
BLS + hash commitments

private claim data directly and guarantee the correctness of it
by presenting it with zk-SNARKSs proof. The verifier verifies if
the public user claim data is derived from the one registered as
a commitment by verifying the zk-SNARKSs proof. The authors
use Commit-and-Prove zk-SNARKS, which allows the verifier
to verify the commitment correctness apart from the circuit;
the circuit checks only the equality of the commitment in the
circuit while verifying it outside the circuit.

Table 6 gives an overview of the algorithm and performance
of ZKP-based methods explained above. Both methods use
a variant of zk-SNARKSs called Grothl16, but other variants
can be used. Grothl6 enables a quadratic arithmetic pro-
gram to be computed by a prover over elliptic curve points
derived in a trusted setup and quickly checked by a veri-
fier [84]. Depending on the type used, different performances
are achieved.

5.1.4. Combination of methods

Certain authors combine specific methods to achieve addi-
tional privacy-enhancing features. An overview of the mixed
methods is shown in Table 7 and explained later in text. Each
method inherits its complexity, performance and size, therefore
combining methods does not reduce overhead or complexity.

ZKP and signatures. Authors of [78] introduced Coconut, a
selective disclosure credential scheme. The idea is based on a
threshold issuance signature scheme that allows partial claims
to be aggregated into a single credential. Any user may send
a request command to a set of signing authorities. This com-
mand specifies a set of public or encrypted private attributes
that must be certified into the credential. Each authority deliv-
ers a partial credential. Users can collect a threshold number of
shares, aggregate them to form a single consolidated credential
and re-randomize it. The verifier also needs to collect and
aggregate authorities’ verification keys. The user generates a
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ZKP for attributes, and the verifier can check the signatures
into which the attributes are embedded and if they satisfy
the required predicate. This scheme uses threshold issuance,
which affects the process of selective disclosure. It uses ZKP-
s to avoid revealing information, and as such, it falls into the
category of combined methods.

In [88], authors combine Pointcheval-Sanders Multi-
Signatures (PS-MS) based on a PS pairing-based signature
scheme. Their process combines the aggregation of public
key shares into a single public key that allows verification
of a selectively disclosed credential with ZKP of selectively
disclosed value.

Authors of [87] suggest the usage of vector-commitments
expanded with the zero-knowledge proof of knowledge
(ZKPK) protocols Create, Get, and Set for creating a com-
mitment and retrieving and updating some of the values,
with the usage of blind signatures. They call their scheme
P-commitments. The authors created two construction forms
that rely on the Diffie-Hellman Exponent (DHE) and Com-
putational Diffie-Hellman (ICDH) assumption and compared
them. They use P-commitments for privacy-friendly access
control, where the service provider only needs information that
some user was granted access. A drawback of their solution is
that it is a one-time show and requires re-issuing.

In [89], authors combine SPS-EQ and fully adaptive NIZK
(AND and NAND proofs) to achieve selective disclosure. They
achieve signer-hiding as well, and they define how to obtain
mercurial signatures.

ZKP and hash-based approaches. The authors of [85] present
a zkCert certification system for digital credentials. It uses
smart contracts with Merkle trees to ensure scalability and zk-
SNARKS for privacy. The credentials are stored as a Merkle
tree, as described above. Hashing is done using Poseidon hash,
an elliptic curve hashing algorithm that compresses values
into points on the curve, which can be produced and verified
efficiently using arithmetic circuits. It is the most efficient
hashing function for ZKP applications [92]. Issuance, approval
and verification use zk-SNARK circuits as mentioned above.

Authors of [86] use the same combination of Merkle tree,
Poseidon hash and zk-SNARKSs. However, they add additional
leaves to the Merkle tree. The right half of the Merkle tree
represents the attributes. The left half represents corresponding
metadata (unique identifier, reference to the schema, reference
to the revocation registry, public key, expiration date and
similar). Their idea is to use zk-SNARKs where applicable
and to rely on the Merkle tree for selective disclosure in
constrained devices.

Signature and hash-based methods. Authors of [90] introduce
the CredChain architecture, which combines a hash-based
method and redactable signatures. Credentials are represented
through Merkle trees. The redactable signature consists of
a signature and auxiliary information about redaction. Dur-
ing the redaction process, hidden attributes are hashed, and
auxiliary information is updated in the redactable signature.
In [91], authors propose using the BLS signature due to
the aggregation, but they combine it with credentials in which
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Table 8
Methods, credentials, ZKP and blockchain in years.
Method Paper Year Credential type ZKP Blockchain
[54] 2007 Digital credential
[55] 2008 Digital credential
[56] 2010 Digital credential v
[61] 2017  ABC
[50] 2019 Digital credential v
Hash-based [52] 2022 Ve v
[63] 2022 Digital credential v v
[64] 2023 vC v
[62] 2023 Digital credential v
[57] 2023 SBT v
[69] 2008 AC v
[67] 2009 Digital credential
[72] 2015 AC v
[68] 2019 ABC v
. [70] 2020 AC v
Signature-based [71] 2022 vC v v
[74] 2023 ABC v
[79] 2023 AC v
[77] 2023 ABC v v
[75] 2023 AC v
[82] 2019  ABC v v
ZKP 83 2021 VC v v
ZKP & [87] 2013 AC v
Signature- [78] 2018 ABC v v
based [88] 2021 PABC v
[89] 2022 ABC v
ZKP & [85] 2023 vC v v
Hash-based [86] 2023 AC v v
Signature-based [90] 2020 vC v
& Hash-based [91] 2022 vC v

attributes are hashed values of claims and DID of the user.
Attributes are revealed through their values and verified using
aggregated signatures and the calculated hash.

5.2. RQ2: Are there differentiations between selective
disclosure methods used depending on the digital credential
definition or format?

In order to answer the second research question, we present
Table 8 of methods and credentials used, together with the
year of publishing, and whether the solution uses ZKP and
blockchain.

In Section 2, we introduced a historical overview of dif-
ferent types of credentials. Different methods are used for
each credential introduced in the section. Even though most of
the credentials represent the same thing, specific features are
achieved in one or the other. Fig. 5 summarizes the information
about the usage of different types of methods on credential
types over the surveyed time period. In Fig. 5 and in Table 8§,
we see that until 2020, the focus was on digital credentials
of any kind, especially ACs and ABCs where hash-based and
signature-based methods were mostly used. From 2020 and
onwards, the focus is on VCs and methods that are used in
combination with ZKP.

Table 9 shows an analysis of credential types. For each
credential type, the most common algorithm type is defined,
whether ZKP and blockchain are commonly used with it,
examples in practice, maturity, encoding formats, and charac-
teristics that define the format and explain the advantages and
disadvantages of each one.

12

ICT Express xxx (Xxxx) Xxxx

HA

2022 £3 e &

o
»

2020 = &

2018

L 3

2016

Year
|

2014

2012

2010 e Digital credential
AC

ABC

vC

PABC

d SBT

>eonme

2008 e =

a) b) <) d) e) f)
Method

Fig. 5. Different credentials and methods used for selective disclosure
throughout the years.
Approaches: (a) Hash-based; (b) Signature-based; (c) ZKP; (d) ZKP &

Signature-based; (e) ZKP & Hash-based (f) Signature- & Hash-based;.

Usage of ZKP

No

Fig. 6. Number of papers (not)using zero-knowledge proof.

5.3. RQ3: Which methods use zero-knowledge proof?

As described in Section 5, we cannot discuss selective
disclosure without mentioning ZKP due to its inherent ability
to achieve selective disclosure. As such, there are complete
ZKP solutions in some papers, and in others, authors might use
ZKP functionalities for certain things, such as verifying signa-
tures without revealing them or showing possible extensions of
selective disclosure using bulletproofs [93] or hash-wires [94].
Using bulletproofs, the verifier verifies that a commitment
C(x,r) = xH + rG contains a number x. This ZKP method
primarily focuses on range proofs, as it was developed for
cryptocurrency transactions. Hashwires are used to perform
inequality tests and range proofs on committed hashes. As
shown in Fig. 6, more than half of the articles include ZKP
in their work. Even though more than half of the articles use
ZKP, only those solutions that use the ability to hide attribute
values are considered ZKP methods for selective disclosure.

ZKP used as a selective disclosure method or in combina-
tion with other methods complements selective disclosure in
the following manner [95]:
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Table 9
Comparison of different credential types.
Type Algorithm" ZKP* Blockchain® Examples Maturity Encoding Characteristics
Digital credential Hash / / XML, Electronic versions of paper credentials.
JSON, Any form of digital certification.
PDF, Easily shareable, verifiable online and can improve
blockchain-based formats, administrative efficiency.
cryptographic tokens, Focused on transparency and traceability.
smart contracts More general and not inherently designed for privacy
enhancement, unless otherwise specified.
AC Signature v / JSON, Designed for anonymity of user.
XML, Enhances privacy and security by preventing user
cryptographic tokens tracking and profiling.
Complex in implementation.
Misuse in avoiding accountability possible.
ZKP enhancements and signatures can be
computationally intensive.
Extended versions more commonly used in practice.
ABC Signature v Idemix, IBM, JSON, Extension of ACs focused on attributes. Offers fine
U-prove Microsoft, XML, granularity over attributes disclosed.
ABC4Trust, cryptographic tokens Increases user control and enhances privacy.
PrimeLife Can be less efficient in terms of computation and
storage.
Flexibility requires strict policy enforcement
mechanisms.
Implemented and standardized through extensive
work on it.
PABC ZKP & v / / JSON, Privacy enhancement of ABCs through the use of
Signature cryptographic proofs ZKPs. Maximizes privacy by ensuring minimal data
exposure.
Increases complexity and computational costs are
higher.
Lack of standardizations and practical usage.
SBT Hash v / / Smart contracts, token Lack of standardization and practical usage. Reliable
metadata and immutable proof of attributes.
Depends on blockchain which can cause scalability
issues.
Non-transferability enhances security but causes lack
of flexibility and is restrictive.
vC All v v Hyper- W3C VC JSON, Standardized format. Credentials can be independently
Ledger JSON-LD, verified (without direct access to the issuer).
AnonCreds JWT, Highly interoperable and secure.
SD-JWT, JWP Enhances trust and reduces fraud.
Multiple Complex in implementation.
wallets Needs widespread adoption of the standard.

2 Common use.

e Granular control over data sharing — necessary attributes
are proven without being revealed;

e Enhanced privacy — sensitive information does not need
to be revealed, which reduces the risk of data exposure
and lowers the chances of identity theft and fraud since
the actual information is not disclosed, just proven;

e Increased trust — allowing the user to control the re-
vealed or proven data, the level of trust increases among
users;

e Post-quantum security — certain methods are resistant to
quantum attacks;

e Compliance and regulatory adherence — using ZKP
compliance and identity can be proved without compro-
mising personal data privacy, as demanded by GDPR or
CCPA.

Even though ZKP adds benefits to selective disclosure, it
comes with certain disadvantages [95]:

e Complexity — creation and verification with ZKPs can
be computationally intensive, which is a problem for
systems not optimized for such operations;

e Issues of understanding — designing systems that use
ZKPs correctly requires cryptographic expertise, which
can be a barrier to widespread adoption;
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e Scalability — since ZKPs are computationally intensive,
scaling them for large scaling applications remains a
challenge;

e Interoperability — integration of ZKP within existing
infrastructure is often complex;

e Trusted setup and auditing — some methods require a
trusted setup phase;

e Privacy vs. regulation — a balance must be achieved for
when ZKP is needed and when it is not.

5.4. RQ4: Which methods are built on blockchain?

With the development of blockchain and the moving of
digital identity discussion towards decentralized identity usu-
ally built on blockchain, it is interesting to consider whether
authors used blockchain in their solutions. Those that came
before blockchain did not include it, but starting in 2018, an
increasing number of authors have used blockchain as part
of their identity solution, which includes selective disclosure.
In Fig. 7, we see that the percentile usage of blockchain in
the proposed solutions is 50%. Solutions that use blockchain
mainly focus on VCs, but there are those that propose the use
of blockchain for ACs and ABCs. Usage of blockchain does
not improve on selective disclosure but rather shows us the
future trends for developing digital credentials.
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Usage of Blockchain

No

Fig. 7. Usage of blockchain.

The use of selective disclosure enhances privacy in digital
credentials and identities. In digital identity implementations,
further enhancements to security and privacy are achieved by
using blockchain in the following manner [96]:

e Enhances security and privacy — provides a secure and
tamper-proof environment for storing data;

e Full control over identity — blockchain empowers users
to have complete control over identity, manage it and
share it without intermediaries;

e Inclusion and accessibility — digital identities can pro-
vide official identification to individuals who lack tradi-
tional identity documents;

e Data integrity and immutability — blockchain is im-
mutable, and it provides a reliable and tamper-resistant
source of information;

e Elimination of identity fraud — the risk of identity theft
and fraud is reduced;

e Decentralization — removes the risk of a single point of
failure;

e Builds trust — approach is user-centric, enhancing user
experience and building trust.

Blockchain in digital identity has its drawbacks, especially
if we consider integration with selective disclosure [96]:

e Scalability and performance — blockchain is a resource-
intensive technology. Combined with computationally
intensive methods for selective disclosure, integration can
lead to challenges in scalability and performance;

e Complexity in implementation — both blockchain and
selective disclosure require significant technical exper-
tise;

e Regulatory and legal challenge — blockchain and selec-
tive disclosure enable privacy and, therefore, can face
strict regulatory scrutiny;

e Interoperability — lack of standardization between se-
lective disclosure methods and blockchain platforms can
cause issues in the interoperability of digital identity
systems.

6. Discussion

In our analysis, we identified three main approaches for
achieving selective disclosure:
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Fig. 8. Distribution of papers by year.

1. hash-based;
2. signature-based;
3. zero-knowledge proof.

Each approach has its specific use cases and its advan-
tages and disadvantages. Hash-based methods are focused on
showing the disclosed attribute and are generally considered
the least computationally intensive of the three. The main
disadvantage lies in the hashing technique, or instead, if it uses
salt and if that salt is generated correctly. If the salt is not used,
or if it is not randomized for each user, then it is possible
to break the hashes for discrete or finite values. Signature-
based approaches also rely on showing attributes. They are
considered much more computationally intense, especially for
devices with limited resources. ZKP methods are considered
the most computationally intensive of the three but are the only
ones that allow for an attribute value to be proved without
being revealed. Analyzing the solutions, we see that one can
benefit from combining them as shown in the papers [78,85—
91], and it should be noted that no solution of the analyzed
combines all three of them.

There is no standardized or perfect solution, and a different
solution has been adapted for each use case. The number of
papers dealing with selective disclosure has grown in recent
years, as shown in Fig. 8, presenting the publication years
of analyzed papers. Even though it is a simple graph, it
demonstrates the growing academic interest in the problem of
selective disclosure.

Regarding publishing venues and publishers, we see a
distribution of papers presented in conferences, symposia,
workshops and journals, and preprints alongside publishers in
Fig. 9. We observe that conference papers are more common,
especially those in IEEE colloquia.

7. Research gap

In recent years, more focus has been placed on implement-
ing selective disclosure in digital credentials. Although certain
methods have existed for many years, the increasing need
for privacy has pushed for further development of different
selective disclosure methods.

With privacy becoming an important element of everyday
online communication, so do the privacy-enhancing mecha-
nisms. The development of GDPR and CCPA shifted the focus
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to privacy-preserving methods such as selective disclosure.
Methods for selective disclosure and privacy need to be in
concordance with regulations.

In 2023, the Council of the European Union and the Euro-
pean Parliament formalized a provisional agreement on updat-
ing and modifying eIDAS (Electronic Identification, Authen-
tication, and Trust Services) Regulation introducing eIDAS?2.
The agreement focuses on reinforcing security and privacy.
It defines regulatory requirements and the need for selec-
tive disclosure for convenience and personal data protection,
including minimization of processing of personal data [97].
To create a selective disclosure scheme, that will be stan-
dardized and adopted in the future, following regulations and
recommendations is necessary.

Because of the need for selective disclosure, there are
several working drafts for selective disclosure standards de-
fined by European Telecommunications Standards Institute
(ETSI) [98] and European Blockchain Services Infrastructure
(EBSI) [99]. Methods being developed for selective disclo-
sure should be created in adherence to the regulations and
requirements.

As the focus on standardization grows, so do the require-
ments for selective disclosure schemes. These requirements
are [98]:

e Disclosing attributes from at least two separate creden-
tials issued by the same or different issuers;

e Proving disclosed attributes belong to the subject present-
ing them;

e Ensuring disclosed attributes are unlinkable from multi-
ple presentation sessions;

e Proving that disclosed attributes belong to the appropriate
credential.

Some schemes analyzed in Section 5 achieve specific re-
quirements and are focused on them (e.q. unlinkability —
ACs and ABCs, combined credentials — BLS signatures), but
others do not even consider them. Therefore, there is a research
gap in terms of creating a selective disclosure scheme that
satisfies all the requirements.

There are several research gaps in terms of implementation:
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e Balancing privacy with transparency — one of the biggest
challenges is balancing the need for privacy with the
requirements for transparency;

e Regulatory compliance — as laws evolve, ensuring that
technology complies with international, federal, and na-
tional regulations is becoming increasingly complex;

e Security risks — implementing selective disclosure in-
creases the complexity of the encryption system, poten-
tially introducing new vulnerabilities;

e Scalability and efficiency — certain solutions may need
to be more scalable and efficient for widespread use.
There is a need for a more robust system that can handle
large volumes of data.

In recent years, there has been substantial research on
quantum computers. If large-scale quantum computers are ever
built, they can break many of the public-key cryptosystems
currently in use. National Institute of Standards and Tech-
nology (NIST) initiated a process to solicit, evaluate, and
standardize one or more quantum-resistant public-key crypto-
graphic algorithms, which resulted in CRYSTALS-Dilithium,
CRYSTALS-KYBER and SPHINCS+ [100]. As the need for
these methods grows, so does the need for their implementa-
tion for selective disclosure. Specific methods defined in the
previous section are post-quantum secure (specific hash-based
methods and ZKP methods), while others are not (specifi-
cally signature-based ones); therefore, post-quantum methods
should be explored for selective disclosure for future work.

8. Conclusion

This paper presents the most significant articles that ad-
dress selective disclosure issue. The articles were selected
using the Systematic Literature Review [47] methodology. The
contributions of this work are as follows:

e Comprehensive literature review: We gave a comprehen-
sive literature review on the broad topic of selective
disclosure, identifying seminal works and future trends;

e Differentiation and categorization: We presented a dif-
ferentiation and categorization of different types and
formats for selective disclosure through RQ1. We intro-
duced a new category, ZKP, and showed how combin-
ing different methods can improve selective disclosure.
We showed the comparative strengths and weaknesses
of each selective disclosure method and gave tables to
explain the performance of each selective disclosure ap-
proach;

e Application across formats: We illustrated through RQ2
how different methods of selective disclosure are ap-
plied across various formats. VCs and ACs are currently
the most used formats. Hash-based and signature-based
methods are the most commonly used approaches for
selective disclosure;

e Necessity and benefits of ZKP: We showed how ZKP is
necessary for implementing specific signatures, but that
is not necessary to achieve selective disclosure through
RQ3. Trends suggest that ZKP gives an added benefit to
selective disclosure and can be implemented as part of
the solution for selective disclosure;
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e Future trends in digital identity: We showed that future
trends for implementing identity and credentials tend to
be focused on using blockchain through RQ4, but that
there are benefits and drawbacks in using it;

e Identification of research gaps: We identified critical gaps
in current research, from technical to regulative gaps.

Currently, this research area is expanding, and there is
still room for improvement for all the defined categories of
methods for selective disclosure. There is no clear winner
and the “best” universal solution. We encourage researchers
to improve on the existing methods, consider new methods
or revisit older ones, and even consider methods that are
quantum-resistant for the future. The focus should be on
finding methods that satisfy all requirements for selective
disclosure schemes [98] and specific regulations.

In the future, standardizing credentials will result in interop-
erable solutions and improve the development of methods for
achieving selective disclosure. With this paper, our goal was to
create a starting point for researchers interested in achieving
selective disclosure in the digital credential world.
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